CDW IT Monitor Trend Data

Wave 8 (Januarv 14-21. 2009)

Corporate Government
Overall 1-99 100-999 1,000+
Overall Corporate | Employees Employees Employees |Overall Gov't| Local State Federal
Very important 69% 68% 55% 71% 77% 75% 71% 76% 82%
Importance of information security, Somewhat important 25% 25% 30% 25% 21% 21% 24% 20% 15%
compared to all other issues Not too important 6% 6% 13% 4% 2% 3% 4% 4% 1%
Not at all important 1% 1% 2% 0% - 1% 1% 1% 2%
Priority of inf ti it dt A greater priority 48% 47% 27% 53% 61% 57% 47% 62% 69%
p:::,'i'o{lsz';e‘;':a fon security compared to pout the same 50% 52% 73% 45% 38% 41% 51% 34% 30%
Less of a priority 1% 1% 1% 2% 0% 2% 1% 5% 1%
: ) i Impacts a great deal 37% 37% 16% 38% 53% 42% 29% 51% 56%
g:‘l"::e‘r‘:i’lng’:s’i“nfe"s;'"f°"“at'°" security has g, nat 22% 22% 21% 8% 39% 5% 54% 37% 39%
operations/performance Not much 17% 18% 33% 14% 7% 11% 16% 10% 3%
Not at all 4% 4% 10% - 1% 1% 1% 1% 2%
Malicious employees 23% 22% 8% 28% 30% 27% 25% 28% 32%
Malicious former employees 21% 22% 10% 24% 30% 14% 16% 11% 15%
Careless employees 51% 48% 27% 58% 61% 69% 68% 72% 66%
Outside hackers 49% 49% 46% 50% 50% 49% 47% 48% 55%
Malware through email 47% 47% 46% 47% 48% 47% 47% 43% 51%
Malware through websites 42% 42% 42% 37% 44% 43% 47% 39% 38%
Greatest threats to information security Mobile devices 15% 15% 5% 19% 20% 22% 21% 21% 27%
(mulitple select) Telecommuting 12% 12% 2% 15% 19% 9% 8% 9% 8%
Cloud computing 7% 8% 2% 8% 12% 3% 1% 3% 7%
Virtualization 17% 18% 8% 20% 25% 12% 12% 13% 12%
Web 2.0 9% 9% 3% 10% 13% 5% 3% 8% 7%
Outsourcing sensitive data to third parties 21% 21% 10% 24% 29% 18% 16% 20% 21%
Other 2% 2% 2% 1% 2% 2% 3% 3% -
None [exclusive select] 5% 6% 13% 3% 2% 1% 1% 2% 1%
Malicious employees 6% 6% 3% 8% 7% 7% 5% 5% 15%
Malicious former employees 5% 6% 4% 5% 8% 2% 1% 3% -
Careless employees 24% 23% 15% 26% 28% 34% 36% 34% 33%
Outside hackers 21% 21% 21% 25% 20% 20% 16% 24% 24%
Malware through email 13% 13% 15% 13% 10% 12% 14% 10% 10%
Malware through websites 11% 11% 20% 7% 6% 8% 11% 8% 4%
Single greatest threats to information Mobile devices 1% 1% 0% 2% 1% 4% 5% 4% 4%
security Telecommuting 1% 2% 1% - 3% - = = =
Cloud computing 1% 1% 0% 0% 1% 0% - - 1%
Virtualization 4% 4% 3% 5% 4% 3% 5% 2% 2%
Web 2.0 1% 1% - - 2% - - - -
Outsourcing sensitive data to third parties 6% 6% 3% 6% 8% 6% 5% 7% 7%
Other 1% 1% 2% 0% 0% 1% - 2% =
None 5% 6% 13% 3% 2% 1% 1% 2% 1%




Already implemented for information
security (multiple select)

Percentage of IT budget for information
security/tools

Impact concern for information security has
on purchasing decisions

Have an information security strategy

Employ a CSO or CSIO

Run background checks on potential employees
Have an information security budget

Installed firewalls

Installed virus detection software

Automatic password resetting

Require individual passwords per person
Database encryption

Back-up file encryption

Have a procedure for data on laptops, flash drives, etc.
Have a procedure for data on wireless devices
Use intrusion detection systesm

Use intrusion prevention systems

Installed user-monitoring tools

Conduct a periodic risk analysis

Require information security mesaures from third party vendors
Working with vendors to remove personal information from data
Use secure web transmissions with clients
Other

None [exclusive select]

Mean number of items implemented

Median number of items implemented

5% or less

6%-10%

11%-20%

21%-30%

More than 30%

Mean

Impacts a great deal

Somewhat

Not much

Not at all
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